What is ClearWeb?

Cloud computing is an integral part of IT strategy for every sect of the economy because of the obvious benefits of reach,
cost savings and scalability. As enterprises move more of their business components into the cloud, decisions makers are
faced with the task of balancing this leverage with efforts to keep their online application and data secure.

Unfortunately, web applications contain loopholes and flaws that when exploited causes significant damage to
its owners. Enterprises that can afford to allocate huge security budgets to purchase equipment to secure their
applications are yet again faced with the immediate task of putting together a suitable team to operate those devices
and hence, exhausting more resources.

Introducing Nexusguard’s in-the-cloud web application firewall service — ClearWeb. Merging Nexusguard's globally
distributed cloud platform backed by teams of experts with Imperva‘s leading web application firewall technologies,
ClearWeb delivers enterprise level web protection to customers at zero capital and human resource expenditures
whilst staying perfectly scalable to react to growth and changes.
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Deployment

Nexusguard ClearWeb delivers leading web defense technology to enterprises of all sizes and
needs. Depending on each business needs and requirements, our services can be deployed
easily and effectively and in some cases, require no changes to existing infrastructures.
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- 360° Global Threat Detection & Analysis.
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Features

Powered by Imperva, ClearWeb provides ironclad protection against threats including OWASP’s highlighted Top Ten

most common web threats and zero-day threats.

Automatic Learning of

Applications and User Behavior
Imperva’s patented Dynamic Profiling technology
automates user behavior learning process by profiling
all applications elements and building a baseline
of acceptable user behavior and automatically
incorporating valid application changes into the
application profile over time.

Research-Driven Security Policies
Developed by Nexusguard’s network security
research professionals and Imperva Application
Defense Center (ADC), ClearWeb offers the most
complete set of application signatures, policies
available and denial of service attack data.
Our SOC have the most up-to-date malicious
IP addresses; Correlated with Imperva ADC's
investigation with Bugtraqg®, CVE®, Snort® and
underground forums, ClearWeb delivers the most
up-to-date and comprehensive Web protection.

Virtual Patching Through

Vulnerability Scanner Integration
Impreva patches systems virtually by importing
assessment results from sources including WhiteHat,
IBM, Cenzic, NT Objectives, Qualys and others —
reducing windows of exposure and cost of emergency

fix and test cycles.

Network and Platform

Attack Protection

ClearWeb protects enterprise web applications and
underlying infrastructures by detecting applications,
With over 6,500
signatures being continuously updated, ClearWeb fortifies

services, sever and network attacks.

all application layers against online threats such as HTTP
protocol exploits and evasion techniques. Flexible, rapidly
updated defenses protects Web 2.0 application and XML
without requiring application changes.

Granular Correlation Policies
Reduce False Positives

Correlated Attack Validation examines multiple attributes
across layers over time to accurately alert on or block
attacks with the lowest rate of false positives in the industry.

Customizable Reports for
Compliance and Forensics

ClearWeb provides rich statistics for analysis and a
deeper understanding of daily threats surrounding
client’s online presence via a user portal, offering
unprecedented visibility into security, compliance and
content delivery concerns.

Full PCI 6.6 Compliance
ClearWeb fully satisfies PCI requirements for auditing and
user access controls and helps enterprises meet PCl 6.6.
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Capitalizing on Nexusguard’'s core BGP networks, clients

can choose from 3 exible deployment methods best suited

to their infrastructure.
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GRE Tunnel

Nexusguard Tunnel solution uses GRE to
create a tunnel or virtual transport to connect
Nexusguard with client infrastructure. BGP
is then used inside the tunnel to exchange
routing information. Tunnel solution is flexible
and transparent, without any modification of
client data using Network Address Translation
or other methods. Nexusguard Tunnel solution
is stable and reduces the risk of client’s real IP
being attacked.
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Direct Circuits

Dedicated Circuit creates a direct physical
connection between Nexusguard and the
client for discerning customers who demand
the highest level of protection. Although
costlier than the other two options, the
client enjoys dedicated true out-of-band
connection for optimal security and reliability.

Access denied for
unwanted requests

Client’s
Server / Website
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Proxy Network

Proxy Solution clients will redirect their traffic
to Nexusguard scrubbing centers by changing
the DNS on their domain record to the Virtual
IPs provided. Nexusguard will work with
customers to create and secure a backend
channel to prevent further direct attacks.



Feature Table

. by 95" percentile average by 95t percentile average
Charging Model bandwidth usage monthly  bandwidth usage monthly by monthly flat fee
Number of HTTP domain 1 5 unlimited
—————————————————— General I
Number of HTTPS domain 1 2 unlimited
Number of Virtual IP 1 2
Threat Alert Dashboard v v v
HTTP protocolsand ~ ~— ~— — ~ — — — — T & — — & & &
Policy Validation v v v
lllegal Access Prevention v v v
Cross site scripting Prevention v v v .
__________________ Security
Security Rule Fine Tuning v v v Features
Request Limit / Robots Blocking v v v
Advanced Security Setup  ~ — — — — — — — — —/ &/ —/ —/ — — & &
(e.g. Audit Rules) v v
Ability to interface with Anti-DDoS 0~ T T~ T — & & & &
product (at additional cost) 4 4
Global Distributed Resilient Network v’ v
Network route optimization v
Security and
Performance Notifications L _V_ L v v
Site Outage Notifications v v v
Data Retention 30 days 90 days Dependinlg on
______ customer configurations
Monthly Report v v v

Managed Service
Man Hours (monthly)

Security Operations Centre
Response Time

Email Support

Phone Support

for all web application
layer attacks

ClearWeb Standard

ClearWeb Premium

24hrs x 7days

Nexusguard’s ClearTraffic Ideology

CLEARTRAFFIC~

Total Security

Managed Service

(onsite deployment)

50 Man hours

24hrs x 7days

for all network and

application layer DDoS Attacks

ClearDDoS
Reliable, cost-effective and scalable
DDoS Protection services.

ClearWeb DDoS Protection
Cloud-based Web Application

Firewall (WAF) Solution

Web Security

ClearScan ClearDNS
Web security assessment and DDoS protection of DNS Hosting/ Service
vulnerabilities testing ClearWatch

Real-time DDoS Monitoring service

The Nexusguard promise of ClearTraffic is a simple concept to allow our clients safe, clean and legitimate data
traffic flow at every layer. While a simple ideology, the process involves the synergy of technologies, experience
and the devotion of human expertise and attention.

A product of Nexusguard

Nexusguard’s multi-gigabyte globally distributed platform delivers routing optimization and avoids any single www.nexusguard.com

point failures that is better than any single carrier. Nexusguard Limited
Suite 1602, 16/F, Nina Tower 2,
8 Yeung Uk Road, Tsuen Wan,
New Territories, Hong Kong
+852 35260626

contact@nexusguard.com

ClearTraffic delivers to businesses a complete internet security solution that allows one to devote their full
attention on core business activities, ultimately results in increased shareholder returns.



